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PCI Simple Path to Compliance

PCI ASSURE is Global Payments

Integrated easy to use solution for |
validating PCI compliance. PCI

ASSURE eliminates complexity and

allows merchants to address the most
common security risks without
excessive friction or overhead.
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PCIl ASSURE - Here is What to Expect

e Global Payments Integrated offers a simplified path to compliance for eligible merchants
using EMV devices capable of end-to-end encryption who are integrated with our Partners.
This means merchants only answer 24 simple questions. The validation is good for the entire
year and a reminder email is sent when it is time to re-validate*

e PCI ASSURE provides access to Policy documents and Security awareness training for
employees and management that meet the related requirements.

e Global Payments Integrated Compliance Services team is available for one-on-one guidance.
If you have any questions you can use at complianceservices@openedgepay.com

*Note: This walkthrough document is meant to provide guidance for a typical merchant using Global
Payments Integrated secure payment solutions. Merchants should evaluate their own payment
environment to determine the presence of cardholder data related to this specific processing account,
when answering not applicable for any individual requirement.


mailto:complianceservices@openedgepay.com

PCl ASSURE - How to Log in

e You will receive two emails from Sysnet within 30-45 days regarding our PClI ASSURE
program.

e The first email will include your username and the second email will contain the temporary
password.

e If you haven't received this email within that time frame, please contact us at
complianceservices@openedgepay.com



mailto:complianceservices@openedgepay.com

PCIl ASSURE - How to Log in

To access the PCI ASSURE portal for
PCl validation, please follow the link
in your welcome letter or the
following url:
https://www.pciassure.gpndi.com

globalpayments

Prease login Y Welcome to Merchant Protection EZ

1
53608 you need 1o comply with the PCIDSS
§Uan3and ard protect your JUsNess

Forgot password Forgot ysename


https://www.gpndi.com/safemaker/login/portal

PCIl ASSURE - Using the Portal

Onceonthe Homepage you should ‘ Please login ) Welcome to Merchant Protection EZ
see, “Welcome to Merchant i tatasint bl o

business and reduce your exposure to fraud. This
Merchant Protection EZ Program will help you to take
the steps you need to comply with the PCI DSS

This field is mandatory and can not be empty! standard and protect your business.

MID/ Username

Protection EZ” page

e From here, Enter “Your
User/MID and Password”
e Thenselect “Login”

Password ® ‘

This field is mandatory and can not be empty!

Forgot username

Forgot password

= ——



PCIl ASSURE - Using the Portal

e Once Logged inyou should
see the “What's Next?”
landing page.

e From here, choose “Next “ or
“Return to last Question” to
begin questionnaire.

e

What's next?

®

Q@

We will ask you some questions

Mostly around how your business is set up to handle credit
and debit card payments. Your answers help us to figure
out the level of security risks that your business may have
so we only ask you questions relevant to your business.

We will help you protect your business

To help you understand the areas of your business that
might be at risk, you will be brought through your security
assessment and any scanning if needs be.

Confirm your business is secure

You will be asked to confirm and validate your responses
and any scanning tasks that you were required to
undertake. PCI DSS refer to this as your Attestation of
Compliance (AoC).

Getting Started

with PClI Data Security Standard

Return to last question



PCIl ASSURE - The Self-Assessment
Questionnaire

Let’s walk a typical merchant Before you begin

through the self-assessment

qu estio nna | re as th ey va | |d ate PC | Welcome to your new PCI DSS compliance portal. If we recently migrated you from the PCI DSS compliance portal,
. we have a streamlined process for you to complete your account profile, unless you have changed anything within
com p| lance. your credit card processing environment.

Click next to proceed.

e Once Logged in you should
see the “Before you begin”

page.

e From here, select “Next” to
begin questionnaire.



PCIl ASSURE - The Self-Assessment
Questionnaire

Global Payments Integrated is a Relationship with third-party service providers

Level 1 PCI-DSS validated Third
. . Does your company have a relationship with one or more third-party service providers (for example, gateways,
Pa I‘ty Se rvice P rovi d er. PC | payment processors, payment service providers (PSP), web-hosting companies, airline booking agents, loyalty
validation is listed here PRI SR AL
Ys @ No
You should see the “Relationship
with third-party service providers”

page.
e From here, select “No”

e Then Select “Next” to next
question.


https://www.visa.com/splisting/viewSPDetail.do?spId=2416&coName=OPENEDGE%20PAYMENTS%2C%20LLC&HeadCountryList=U.S.A.&reset=yes&pageInfo=1%3B30%3BASC%3BcoName

PCl ASSURE - The Self-Assessment

Questionnaire
start (S Complete
This screen applies to the S o
merchant and what their
. . Please use the selection tools below to describe the category and type of business that best describes your
b u S I neSS WO u I d be C I aSS I ﬁ ed aS. business. You can select multiple types.

Using The “Filter” Bar you can
search for what best applies to
the merchant.




PCl ASSURE - The Self-Assessment
Questionnaire

B start (N Complete
” .
e Select"No” for this
guestion. Payment Related Services @
e Click“Next” for the
N ext q u estio n. Does your organization handle credit card transactions in any manner other than payment acceptance for your

goods and services? For example:
Installing and Maintaining Credit Card Payment Devices for Other Organizations
Taking Credit Card Transactions for Multiple Companies and Dispersing Payments To Those Businesses
Selling Credit Card Payment Solutions

Yes o No



PCIl ASSURE - The Self-Assessment
Questionnaire

Start

Complete

Select Your Processing Method °

Please select all of the methods that you use to accept card payments in your business.

. Device capable of utilizing End-to-End Encryption (Examples: Ingenico iPP320, iSC Touch 250, iSC Touch 480)

Select the first option for a secure POS using a device capable of utilizing End-to-End Encryption (Ingenico
& Verifone EMV devices).*

*Note: Select the best Processing Method. Selecting multiple processing methods will result in a longer
questionnaire. If you have questions about your processing method, please contact us at
complianceservices@openedgepay.com



PCl ASSURE - The Self-Assessment Questionnaire

e Choose “Yes” and choose next.

This qualifies for the shortened version of
the SAQ-E2EE MERCH. After all the
prerequisite questions are answered, you
will be presented with 24 True or False
guestions.

To be validated PCI compliant
within Sysnet, you will have to answer
“True” or “Not-Applicable” to all 24*

*Note: Answering “False” to any requirement
will create a “to-do” list within PClI ASSURE
which can be revisited once the requirement
is met.

stert Complet
Eligibility
Please confirm the following:

You have selected End-to-End Encryption (Example: iPP320, iSC250, iSC480) as your processing method
You will ONLY be presented with questions that apply to your selected processing method
All other questions will be PRE-ANSWERED as 'Not Applicable' and will not be presented to you

Do you agree with all of the above statements?

o Yes No



PCl ASSURE - Home / Main Screen

Your screen you will go to your

home page and you will see these.

Select “Begin Step”
Or:

Your next task will be to
look for “Complete Activity
Assessment”

Then select “Manage”
button

You'e not compliant

VIEW SUMMARY

Gy

Your business profile

YOURNEXTSTER

Complete your security assessment

Your security assessment will help you to understand the security
risks that you may have around how you accept card payments in
your business.

Your security assessment is a key part of your PCI DSS compliance
reporting.

Begin step

Here are your available compliance tools

Complete security assessment




PCl ASSURE - The Self-Assessment

Questionnaire

Once on this page select
“‘Answer Now” to start the
questionnaire.

I
<II

Complete security assessment

jestionnaire (SAQ

Answer now
You can go through your security assessment by
answering questions relevant to your business now

View history
View your attestation and communications history.



PCIl - The Self-Assessment Questionnaire
- Protect Cardholder Data Section

Each section has questions that should ) ST(:
be answered as “YES or N/A” in order to |

be considered compliant. Choosing “No”  Pprotect Cardholder Data

will create a “to do” list for reference. i i

Are data-retention and disposal policies, procedures, and processes implemented as follows:

First Question Part 2:

3.1(a)

An swe ri n g t h e fo I I OWi N g q u esti on 3 . 1 (a ) Is data storage amount and retention time limited to that required for legal, regulatory, and/or

business requirements?

Ensuring that your network does not

keep cardholder data and properly e
disposes of the sensitive information

when cardholder datais no longer

needed to be stored. Select “Yes or N/A”

the next question will come up

automatically.

Milestones

; i

(CIN < IR <

Protect Cardholder Data

® 6 0O



PCIl — The Self-Assessment Questionnaire
Protect Cardholder Data Section

Protect Cardholder Data

Protect stored cardholder data

Answering the following question 3.1(d)

Are data-retention and disposal policies, procedures, and processes implemented as follows: 0 e G : A jone = RS « »
@ Protect Cardholder Data . Choose Yes Or N/A
e & [ e Select Compliance Maintenance
e iy g et — date they performed. “Calendar /
e —— g e Enter date” and choose “finish”
ZN @ Merchants are responsible to ensure that
Compliance maintenance task . .
;I;Z‘b;;?;\x:z?t this maintenance task must be performed periodically. Please state when it was th e re IS no Ca rd ho I d e r d ata p rese nt I n
o S there networks. PAN discovery tools can

Mar 10, 2022

confirm that cardholder data is not
leaking out of the payment solution
and/or being introduced to the system
through other means (email, incorrect
data entry, etc.)




PCI - The Self-Assessment Questionnaire
Protect Cardholder Data Section

Protect Cardholder Data Part 2:

rotect stored cardholder data Answerlng the fO”OWIng questlon

Do all systems adhere to the following requirements regarding non-storage of sensitive 0 : 7' = 3 2 2

authentication data after authorization (even if encrypted):
@ Protect Cardholder Data

322 O ‘s e Choose “Yes or N/A
The card verification code or value (three-digit or four-digit number printed on the front or back ool N Ve rlf | n th at ou d on Ot StO re
of a payment card) is not stored after authorization? @ T y g y

CVV (3 digit code) from card and

ermesopueon @ Sy its securely deleted after
I i R transaction has taken place. Our
secure payment solutions do not
store this data.



PCI - The Self-Assessment Questionnaire

339

Is the PAN masked when displayed (the first six and last four digits are the maximum number of
digits to be displayed) such that only personnel with a legitimate business need can see more
than the first six/last four digits of the PAN?

Note: This requirement does not supersede stricter requirements in place for displays of cardholder data for
example, legal or payment card brand requirements for point-of-sale (POS) receipts.

““

Protect Cardholder Data Section

Part 2:

Answering the following
question 3.3

e Select“Yesor N/A” for next
question

Confirm that primary account
number Primary Account
Number (PAN) First 6 digits and
last 4 digits to be displayed) is
correctly masked.



PCI - The Self-Assessment Questionnaire
Protect Cardholder Data Section

Answering the following question
379 37

Are security policies and operational procedures for protecting stored cardholder data:
: Dgcimented ; - i e Select “Yes or N/A’ for next

* Inuse | guestion
o Known to all affected parties?

Examine Documents, apps, and all
parties that have an affect on

AN G procedures of protecting

cardholder data.



PCIl - The Self-Assessment Questionnaire
Protect Cardholder Data Section

Show me: Only unanswered questions v Show Help Text: 0 Fi niShed Section 2 Of
Please note, some answered questions may remain shown in order to provide appropriate context status . .
answering questions.
Protect Cardholder Data Select “Next”, the next section
will display and will continue

There are no unanswered questions in this section

asking questions.

Attention! You may still have questions answered "No", which means that your security assessment
will not be complete until you address compliance remediation tasks associated with those
questions you have answered "No"

< Previous Next >



PCIl - The Self-Assessment Questionnaire
Implement Strong Access Control Measures

Answering the following question

9.5 @ 9.5
Are all media physically secured (including but not limited to computers, removable electronic e Select “Yes or N/A’” for next
media, paper receipts, paper reports, and faxes)? q uestion

For purposes of Requirement 9, ‘media” refers to all paper and electronic media containing cardholder data.

If the merchant stores credit card
numbers on paper forms they must
[ e ] be securely stored and properly
disposed. This technically also
applies to hard drives and other
electronic media which also need to
be destroyed when no longer in use.



PCIl - The Self-Assessment Questionnaire
= Implement Strong Access Control Measures

9.8(a) @

Is all media destroyed when it is no longer needed for business or legal reasons?

Part 2:

Answering the following question
9.8(a)

e Choose “Yes or N/A” for next
question

Dispose of hard copies and or
virtual instances of cardholder
data properly and when it is no
longer needed.



PCI - The Self-Assessment Questionnaire

9.8(b)

Is there a periodic media destruction policy that defines requirements for the following?
« Hard-copy materials must be crosscut shredded, incinerated, or pulped such that there
is reasonable assurance the hard-copy materials cannot be reconstructed.
« Storage containers used for materials that are to be destroyed must be secured.
o Cardholder data on electronic media must be rendered unrecoverable (e.g. via a secure
wipe program in accordance with industry-accepted standards for secure deletion, or by
physically destroying the media).

—“

Is media destruction performed as tollows:

-Implement Strong Access Control Measures

Part 2:

Answering the following question
9.8(b)

e Select“Yesor N/A” for next
question

This is explaining how to properly
store and dispose of sensitive
information.



PCI - The Self-Assessment Questionnaire
-Implement Strong Access Control Measures

9.9.1(a) @

Does the list of devices include the following?
» Make, model of device
o Location of device (for example, the address of the site or facility where the device is
located)
« Device serial number or other method of unique identification

“—

Part 2:

Answering the following question
9.9.1(a)

e Select“Yesor N/A” for next
guestion

Merchants must keep track of the
location and and serial number of
point of interaction (swipe)
devices in order to make sure
they are not swapped out.



PCIl - The Self-Assessment Questionnaire
-Implement Strong Access Control Measures

MU PUTOVINIGT UL WY WS UITUIS W GRS STIPSI Y VI TSP IRVSTTICT L VI WS VIV, W v

the following?

Part 2:

9.9.3(a) @ Answering the following question
9.9.3(a)

Do training materials for personnel at point-of-sale locations include the following?
« Verify the identity of any third-party persons claiming to be repair or maintenance

« »
personnel, prior to granting them access to modify or troubleshoot devices. e Select “Yes or N/A’ for next

« Do not install, replace, or return devices without verification. q Uestion
 Be aware of suspicious behavior around devices (for example, attempts by unknown
persons to unplug or open devices).

« Report suspicious behavior and indications of device tampering or substitution to Mercha nts must train person nel
appropriate personnel (for example, to a manager or security officer). to ensure that devices are not
swapped, tampered with or

T TS substituted.



PCIl - The Self-Assessment Questionnaire
Implement Strong Access Control Measures

Show me: Only unanswered questions v Show Help Text: L
oraer 1o provide gppropriate conte;

answered questions may remain shown in te Xt status FiniShed SeCtlon 2 Of
answering questions.

g
5

Implement Strong Access Control Measures ; ;
P d Select “Next”, the next

section will display and will
continue asking questions.

There are no unanswered questions in this section

Attention! You may still have questions answered "No’, which means that your security assessment
will not be complete until you address compliance remediation tasks associated with those
questions you have answered "No”

[ INERCRCHEN < BCRN <



PCI - The Self-Assessment Questionnaire

Is time data protected as follows:

10.4.2(a) @

Is access to time data restricted to only personnel with a business need to access time data?

EECEEN 5T TS

- Regularly Monitor & Test Networks

Part 3:

Answering the following question
10.4.2(a)

e Select “Yes or N/A’ for next
question

If a merchant has a dedicated
central time server it can only be
accessed by personnel with a
business need.



SNOW me: Unly unanswered questions v SNOW Help 1ext A =
g y g P ‘_/ Sections Milestones
Oraer (o proviae appropriate Conte;

Dipace note some ancwearad auesione mav ramain shown in
FIease noie, Some answeread questions may remain Snov 0

Regularly Monitor and Test Networks

There are no unanswered questions in this section

(< I I < B <

Attention! You may still have questions answered *No’, which means that your security assessment
will not be complete until you address compliance remediation tasks associated with those

questions you have answered "No"
0 Regularly Monitor and Test

Networks

PCIl - The Self-Assessment Questionnaire
- Regularly Monitor & Test Networks

Finished Section 4 of answering
questions.

Select “Next”, the next section will
display and will continue asking
questions.



121 @

Is a security policy established, published, maintained, and disseminated to all relevant
personnel?

PCIl - The Self-Assessment Questionnaire
- Maintain an Information Security Policy

Part 5:

Answering the following question
12.1

e Choose “Yes or N/A” for next
guestion.

All merchants should have a
security policy document or
include relevant security policies
and procedures within their
employee handbook.



PCIl - The Self-Assessment Questionnaire

1211 @

Is the security policy reviewed at least annually and updated when the environment changes?

BT 7T GOl

- Maintain an Information Security Policy

Part 5:

Answering the following question
12.1.1

e Choose “Yes or N/A” for next
question.

Merchants should review the
security policy annually to ensure
that any changes to security
policies and procedures are
documented.



PCI - The Self-Assessment Questionnaire

124 @

Do security policy and procedures clearly define information security responsibilities for all

personnel?

Maintain an Information Security Policy

Part 5:

Answering the following
question 12.4

e Choose “Yes or N/A” for
next question.

Policy documents should indicate
which roles are responsible for
managing compliance with
specific requirements.



PCI - The Self-Assessment Questionnaire

12.5(a) @

Is responsibility for information security formally assigned to a Chief Security Officer or other
security-knowledgeable member of management?

Are the following information security management responsibilities formally assigned to an

individual or team:

BN (0 T @GEETES

-\Maintain an Information Security Policy

Part 5:

Answering the following question
12.5(a)

e Choose “Yes or N/A” for next
guestion.

Formal assignment of overall
information security must be part of
security policy and procedure
documentation.



PCIl - The Self-Assessment Questionnaire

12.6(a) @

Is a formal security awareness program in place to make all personnel aware of the cardholder
data security policy and procedures?

Do security awareness program procedures include the following:

“—

Maintain an Information Security Policy

Part 5:

Answering the following question
12.6(a)

e Choose “Yes or N/A” for next
guestion.

Merchants must have an annual
security training program in place
to ensure employees are aware of
policies and procedures.



PCI - The Self-Assessment Questionnaire
= Maintain an Information Security Policy

Are policies and procedures maintained and implemented to manage service providers with
whom cardholder data is shared, or that could affect the security of cardholder data, as follows:

1281 @

Is alist of service providers maintained, including a description of the service(s) provided?

Part 5:

Answering the following question
12.8.1

e Choose “Yes or N/A” for next
question.

Merchants must be aware of all
service providers who could affect
the security of their customers
cardholder data.



PCI - The Self-Assessment Questionnaire

1282 @

Is a written agreement maintained that includes an acknowledgement that the service providers
are responsible for the security of cardholder data the service providers possess or otherwise
store, process, or transmit on behalf of the customer, or to the extent that they could impact the
security of the customer's cardholder data environment?

Note: The exact wording of an acknowledgement will depend on the agreement between the two parties, the
details of the service being provided, and the responsibilities assigned to each party. The acknowledgement
does not have to include the exact wording provided in this requirement.

-

Maintain an Information Security Policy

Part5:

Answering the following question
12.8.2

e Choose “Yes or N/A” for next
question.

Merchants sign a written
merchant agreement when
boarding with Global Payments
Integrated.



PCI - The Self-Assessment Questionnaire
- Maintain an Information Security Policy

1283 @

Is there an established process for engaging service providers, including proper due diligence

prior to engagement?

Part 5:

Answering the following question
12.8.3

e Choose “Yes or N/A” for next
question.

Merchants should confirm that
service providers are PCl compliant
and/or include the third party
services as part of their validation.
Global Payments Integrated is a PCI
DSS Level 1 Validated service
provider.



PCIl - The Self-Assessment Questionnaire

1284 @

Is a program maintained to monitor service providers' PCI DSS compliance status at least

annually?

Maintain an Information Security Policy

Part 5:

Answering the following question
12.84

e Choose “Yes or N/A” for next
question.

Merchants should check the PCI
compliance status of service
providers annually.



1285 @

Is information maintained about which PCI DSS requirements are managed by each service
provider, and which are managed by the entity?

PCIl - The Self-Assessment Questionnaire
= Maintain an Information Security Policy

Part 5:
Answering the following question 12.8.5

e Choose “Yesor N/A” for next
guestion.

Global Payments Integrated does not
typically require merchants to submit a
“responsibility matrix”. Merchants should
be aware that they are ultimately
responsible for compliance with
applicable PCI DSS requirements.



PCIl - The Self-Assessment Questionnaire

Has an incident response plan been implemented in preparation to respond immediately to a
system breach, as follows:

12.10.1(a) ©

Has an incident response plan been created to be implemented in the event of system breach?

- Maintain an Information Security Policy

Part 5:

Answering the following question
12.10.1(a)

e Choose “Yes or N/A” for next
question.

Merchants must have a plan to
respond to a suspected
compromise. The plan must
include notification of the
payment brands, business
C(Iantinuity plan, and data backup
plan..



PCIl - The Self-Assessment Questionnaire
- Maintain an Information Security Policy

Show me: Only unanswered questions v Show Help Text: . e o .
D‘eeje i S0me answ Efeyz guestions qu remain shown in cv':;—":'O:: -e ,D:eefo_w!"s:;r:er t status F INIS h ed SeCt 1on 5 Of answerl ng
questions.

Maintain an Information Security Policy Select “Next” the next section will
There are no unanswered questions in this section d iS p I ay a nd WI I I co ntl nue as kl ng
Attention! You may still have questions answered "No®, which means that your security assessment .
will not be complete until you address compliance remediation tasks associated with those q u est | O n S.

questions you have answered "No’



PCIl - The Self-Assessment
Questionnaire
- Confirm you
Compliance

e Choose “Confirm Your Attestation”
to exit questionnaire.

It will take you back to Main screen.

It will also show that you are PCI
compliant.

Confirm your compliance
Sleas. o ensure 2l sact

ease review the form below and ensure all sections

+ Your organization information details

 Type of business

# Description of environment

< Eligibility to complete SAQ C1_VT

7 Acknowledgement of status and attestation

+ Merchant Executive Officer

 Attestation

@ £ 3

aitin Simmens

ar= corrmctand complete

Sections

@ Confirm your compliance



